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Engineered Systems— I ssues with Evolution

Today’ s engineered systems are mainly synthetic in nature but almost
always encompass significant elements of natural systems making them
highly hybrid in structure and very complex. Such systemsinclude:

* International Manufacturing companies
o distributed computing

e communications networks

e internet and the world-wide web

e enterprise services

e nano technological systems

These systems are al highly complex, in general they are system-of-
systems, they are built as multi-hierarchical networks and are not tolerant
tochange....... often amaor change provokes unacceptable levels of
system instability. Such instabilities can render costly system
modifications as financially unsound, and at times they can cause a system
to become hazardous.

This paper looks at the smulation and modelling needed to design
system evolution. 2



Overview to the presentation

The presentation will provide:

x

An introduction to complex engineer ed systems-of-systems.

Insight into the disturbance within a system-of-systems caused by
change; ie system perturbations.

Frameworks for managing of system-of systems.

Modelling and ssmulation for decision analysis in managing
system-of -systems.

Research required.



The Concept of a System of Systems

Characteristics of a system-of-systems:

Illusion creation — to the user at the system-of-system leve it appears
to be a single and homogeneous system with defined goals and
purposes

Operational independence of component systems — meaning that each
component system is able to usefully operate independently.
Management independence of component systems — the component
systems are separately acquired and managed operationally throughout
there lifecycle.

Subject to continuous evolution — the system-of-systems is never fully
formed, it is always subject to modification, update and repair within
the component systems.

Develop emergent behaviours — the system-of-systems will perform
functions that cannot be performed by individual system components,
the objectives of the system-of-systems are fulfilled by these
behaviours.

System components can be geographical separated and therefore
communications and information exchange become an essential 4
feature.



Topology of the system-of-systems

Hierarchical connectivity introduces structural complexity

Wider, System of Interest

...... emergent propertieswill occur asaresult of system component
Interactions at each level and between levels.



Emer gent properties

The emergent properties need to be categorised and understood:
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h» Beneficial
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It is the non-linear nature of both planned and unplanned emergent properties that
giverise to system instability as perturbations are introduced 6



System threads represent the functional
systems

System threads or operatlonal flows can be represented as follows:

Fi% el

A complex system can have many thousands of such threads with multiple
use of system components...... for example using a 2D matrix in plane:

Thread 1
/plane
I:: whereas 3D is usual >
Thread 2
r ./. \ Hierarchy

O ® 000
Thread 3

...System effectiveness measures relate directly to the number of system
of systems threads performing correctly. 7



Multi-dimensional hierarchical systems

To formulate performance measures and to identify control requirements, it is
necessary to identify each of the system hierarchies that constitute the system.
These hierarchies include:

e hierarchies belonging to each system component (eg, the collection
and structure of the parts that make up a complete rail signalling
system)

e the combination of system components that would constitute a
complete technical service (eg the running of atrain from points A
to B). Effectively the combinations are system threads

e the combination of system components would constitute business (ie,
grouping of technical, administrative and management system threads)

 thegroup of al hierarchies that forms a public utility or public
company.
In set theoretic terms the Set C ={c,,C,,.......C,} isthe set of al components. A
technical service TSI C. Theset T ={t,,t, .......,t,} isthe set of all threads. A
technical service TSI T and abusinessservice BSI T o
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Typical system performance against time

The chart shows how overall system performance behaves during the
Introduction of a new system.
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...iti1srare for acompletely new system to be introduced from initial concept 10



System-of-system upgrade to improve
overall performance

Upgrading a system-of-systems might involve the replacement of or a major
modification to a system component. Change will impact a significant number
of emergent properties and introduce new ones. The effect will be a system-
level perturbations that can cause system instability seen in the system threads.

11



Per formance of the modified system

The change to the system-of-system has introduced perturbations that causing
this system to become unstable (as shown).

Performance

Expected performance improvement . I

Upgraded performance (planned)

A
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Planned performance
Actual performance
Upgraded system

Actual performance (initial system)

Time

This pattern of eventsis quite common and only after considerable time will the

actual performance exceed the original planned performance -’



L ogistics equation

The performance pattern shown on the previous slide has some similarities
to the plots produced by the logistics equation Xnex = Xnisa (1= Xinigia ) -
An example by Robert May gives plots from the equation as follows.
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...the mapping progresses from alinear state, through acyclic stateto a
chaotic state with only arelatively small increase in the value of a. 13
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Modelling and ssmulation for decision analysis in managing
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14



M anagement frameworks for the SoS

The three principal frameworks for managing system-of-systems are:

Directed SoSs that are designed, built and managed to meet a
specified and carefully managed goal. The directed SoS is centrally
managed throughout its lifecycle. The component systems maintain
their ability to operate independently, but their overall operational
mode is controlled centrally.

A Collaborative SoSis distinct from its directed counterparts in that
a central management organisations does not have the authority to run
the SoS as aformal interoperating entity. The component systems
must agree to collaborate if the stability of the emergent propertiesis
to be maintained.

Virtual SoSs lack a central management authority and lack a
centrally agreed purpose for the SoS. Large-scale behaviour emerges,
and this may be desirable, but the SoS must rely upon relatively
Invisible mechanisms to maintain it.

Directed and virtual SoSs are more common today but collaborativeis
likely to become predominant in the future. 15



M anaging SoS evolution

Perhaps a clue to the non-linear SoS behaviour resulting from
perturbations lies with the control hierarchy. A representation being:

0 Open-loop control Slow 4 Stochastic

Coherence

Planning Hybrid Control Speed of Response to
system perturbation

Operational Management

Operational Threads

Closed-loop control Fast

Operational Components

v Deterministic

The controlling mechanisms of an SoS are not able to respond to multi-level

perturbations. Emergent properties make this task difficult. The phase shifts and
delays between the control functions caused be perturbations means that SoS can
easily enter a chaotic state. With collaborative and virtual SoSs, control becomes

virtually impossible as the top-layers of the hierarchy are missing. .



Overview to the presentation

The presentation will provide:

* Anintroduction to complex engineered systems-of-systems.

* Insight into the disturbance within a system-of-systems caused by
change; ie system perturbations.

 Frameworks for managing of system-of systems.

* « Modelling and simulation for decision analysisin managing
system-of-systems.

* Research required.
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S0S design needs a better approach to
simulation and modelling

The use of modelling and simulation for large-scale SoS design is mainly
limited to directed SoSs. Current techniques include:

System dynamics modelling was devel oped specifically to investigate
the behaviour of large-scale systems and can be used for S0Ss analysis
and design, although its need to simplify system variables through
concentration limits its use for investigating detailed emergent
properties— it is well suited for system’s performance analysis.
Cellular Automata was devel oped out of the cybernetics camp and
used extensively in the biological, social and computer sciences.
Rarely used by practicing engineers. But has the ability to test the
behaviour of emergent properties over time. It is probably this method
that will revolutionise the development of complex S0Ss

Agent-based modelling was devel oped for modelling complex social
and computing systems. Along with cellular automata is has the
potential to revolutionise systems design and evolution.

Thereal key to understanding SoS's behaviour isto fully comprehend the
behaviour of systems threads — to last two methods described will do this.

18



Resear ch required for SoS development

Based on the need for effective system of system’s implementation
further research is needed in the following three areas:

Investigation into the development of cellular automata for the
modelling of complex collaborative SoSs. Focusing on management
options for acceptable control of system disturbances. Thisis necessary
to identify organisations that can respond rapidly with only open
control mechanisms.

Investigation in the extensions of agent-based modelling from directed
SoSs to collaborative SoSs. The technique should be used for the
analysis of emergent properties for a planned systems upgrade or
evolution step. With attention being paid to the impact of current and
planned system threads.

Management and control of a hierarchical system organisationsin an
environment of uncertainty. This research will underpin the
development of collaborative SoSsin that it will directly address the
problem posed by the paper — it will be key to managing the evolution
of SoSs. 19



